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Red Robins Nannery
Privacy, Confidentiality & Information Sharing Policy
Policy owner: Red Robins Nannery
Applies to: All Red Robins Nannery settings, employees, agency staff, volunteers, students, apprentices and relevant contractors
Children's age range: 2 years and over
Effective from: 1 September 2026
Review: Annually, or sooner if legislation, statutory guidance or circumstances change
Approved by: Corinna Evans 
Policy lead: Lucinda Price 

1. Purpose
Red Robins Nannery is committed to protecting the privacy of children, parents, carers and staff while ensuring that information is shared appropriately when necessary to provide safe care and protect children.
We recognise that we hold personal and sensitive information about children and families. This information must be handled responsibly, securely and lawfully.
This policy explains how Red Robins Nannery manages:
· personal information;
· confidential information;
· children's records;
· health and medical information;
· safeguarding information;
· photographs and videos;
· electronic information;
· paper records;
· information shared with parents/carers;
· information shared with professionals and agencies;
· data breaches;
· requests for information.

2. Legal and statutory framework
Red Robins Nannery will comply with applicable data protection, privacy and safeguarding requirements, including:
· UK General Data Protection Regulation (UK GDPR);
· Data Protection Act 2018;
· Early Years Foundation Stage (EYFS) statutory framework, effective from 1 September 2026;
· relevant safeguarding legislation and statutory guidance;
· Freedom of Information requirements where applicable;
· other applicable legal and regulatory requirements.
The company will ensure that information is processed lawfully, fairly and transparently.

3. Our principles
Red Robins Nannery will follow the key data protection principles.
Personal information should be:
1. Lawful, fair and transparent.
2. Collected for specified and legitimate purposes.
3. Adequate, relevant and limited to what is necessary.
4. Accurate and kept up to date.
5. Kept only for as long as necessary.
6. Kept secure and protected against unauthorised access, loss or misuse.

4. What information may we hold?
Depending on the child and service provided, Red Robins Nannery may hold:
Child information
· name;
· date of birth;
· address;
· emergency contacts;
· attendance information;
· development records;
· observations;
· learning records;
· photographs;
· medical information;
· allergies;
· dietary requirements;
· medication information;
· SEND information;
· safeguarding information.
Parent/carer information
· names;
· contact details;
· relationship to child;
· parental responsibility information;
· emergency contact details;
· relevant legal information.
Staff information
Staff information will be managed separately in accordance with employment and data protection requirements.

5. Confidentiality
Staff must treat information about children and families as confidential.
Information must not be discussed:
· with other parents;
· with friends or relatives;
· on social media;
· in public places;
· with staff who do not need the information;
· in front of other children.
Staff must be particularly careful when discussing:
· medical conditions;
· SEND;
· safeguarding concerns;
· family circumstances;
· behaviour;
· parental disputes;
· legal matters.

6. Confidentiality does not override safeguarding
Confidentiality must never prevent information being shared where necessary to protect a child.
If staff believe a child:
· is at risk of harm;
· has suffered abuse;
· is being neglected;
· may be exploited;
· is in immediate danger;
they must follow the Red Robins Nannery Safeguarding & Child Protection Policy.
Information may need to be shared with:
· the Designated Safeguarding Lead;
· children's social care;
· police;
· health professionals;
· the Local Authority Designated Officer (LADO);
· other relevant agencies.
Staff do not need to obtain parental consent before sharing information where doing so would place a child at greater risk or otherwise prejudice safeguarding action.

7. Information sharing with parents and carers
Parents/carers will receive appropriate information about their own child.
This may include:
· development;
· learning;
· wellbeing;
· accidents and incidents;
· medication;
· food/allergies;
· attendance;
· significant events;
· concerns about their child.
Information about another child or family must not be disclosed.
For example, if a parent asks:
"Which child bit my child?"
Staff should explain that they cannot disclose confidential information about another child.

8. Information sharing between staff
Information will be shared internally where it is necessary to:
· care safely for a child;
· support development;
· manage medical needs;
· manage allergies;
· safeguard a child;
· carry out professional responsibilities.
Staff should only access information they need for their role.

9. Need-to-know principle
Red Robins Nannery will use a need-to-know approach.
This means information should be shared with the people who need it to:
· protect the child;
· provide appropriate care;
· meet legal requirements;
· carry out their professional responsibilities.
Information should not be shared simply because someone is interested in it.

10. Sharing information with professionals
Where appropriate, Red Robins Nannery may share information with:
· Ofsted;
· local authority services;
· children's social care;
· health visitors;
· GPs;
· speech and language therapists;
· paediatricians;
· SEND services;
· educational psychologists;
· schools;
· police;
· safeguarding partners;
· other relevant professionals.
Information will be shared lawfully and proportionately.

11. Consent
Where consent is the appropriate lawful basis for sharing information, Red Robins Nannery will obtain appropriate consent.
Consent should be:
· informed;
· specific;
· freely given;
· clear;
· capable of being withdrawn.
However, consent is not always required to share information.
For example, information may be shared without consent where there is a lawful basis or where it is necessary to safeguard a child.
Staff should speak to the manager/DSL if they are unsure.

12. Safeguarding information
Safeguarding information must be handled with particular care.
Where a safeguarding concern exists, staff must:
1. Record the concern factually.
2. Report it to the DSL immediately.
3. Store information securely.
4. Share information with appropriate safeguarding professionals when required.
5. Avoid discussing the concern with people who do not need to know.
Staff must not promise a child that information will be kept secret.
Instead, staff can say:
"I may need to tell someone who can help keep you safe."

13. Recording information
Records should be:
· accurate;
· factual;
· objective;
· dated;
· signed/attributed where appropriate;
· clear;
· relevant;
· professional.
Staff should avoid:
· assumptions;
· speculation;
· personal opinions presented as facts;
· inappropriate language;
· unnecessary information.
For example:
Appropriate:
"Child appeared upset and said, 'I don't want to go home.'"
Not appropriate:
"Child's mother is clearly neglecting them."
The second statement is an unsupported conclusion.

14. Children's records
Red Robins Nannery will maintain appropriate records for each child.
These may include:
· registration information;
· attendance;
· learning and development information;
· observations;
· accident records;
· medication records;
· healthcare plans;
· SEND records;
· safeguarding records;
· parental communications.
Records will be stored securely.

15. Paper records
Paper records containing personal information will be:
· stored securely;
· protected from unauthorised access;
· kept away from public areas;
· disposed of securely when no longer required.
Confidential paperwork must not be left:
· on desks;
· in reception areas;
· in children's areas;
· in vehicles;
· in unlocked cupboards.

16. Electronic records
Electronic information must be appropriately protected.
Staff must:
· use secure passwords;
· lock screens when away from devices;
· not share passwords;
· use approved systems;
· avoid storing confidential information on personal devices;
· avoid sending confidential information to personal email accounts;
· report lost devices immediately.

17. Passwords
Passwords must be:
· kept confidential;
· unique where possible;
· not shared with colleagues;
· changed where required;
· protected from being seen by others.
Staff must never write passwords where children or unauthorised people can access them.

18. Email and electronic communication
Staff must take care when sending confidential information electronically.
Before sending information, staff should check:
· the correct recipient;
· the correct email address;
· the information being shared;
· whether the information is necessary;
· whether the method of communication is secure.
Sensitive information should only be sent using approved Red Robins Nannery systems.

19. Messaging apps
Staff must not use personal messaging applications to share confidential information about children unless specifically authorised by Red Robins Nannery.
Staff must not create private messaging groups with parents for the purpose of discussing individual children unless this forms part of an approved company communication system.

20. Social media
Staff must not share confidential information about Red Robins Nannery children or families on social media.
Staff must not:
· post children's names;
· post confidential information;
· discuss individual children;
· post details about safeguarding concerns;
· post photographs without appropriate authorisation;
· identify families in posts.
The Redrobins Nannery Staff Code of Conduct/Social Media Policy, where applicable, must also be followed.

21. Photographs and videos
Photographs and videos of children will only be taken and used in accordance with Red Robins Nannery's arrangements and appropriate parental permissions where required.
Parents/carers will be informed about how images may be used.
Images must not be:
· taken for personal use by staff;
· stored on personal devices;
· posted on personal social-media accounts;
· shared with unauthorised people.

22. CCTV
Where CCTV is used, it will be operated in accordance with relevant data protection requirements.
Access to CCTV will be restricted to authorised individuals.
CCTV will not be used for inappropriate monitoring of children or staff.

23. Parents' requests for information
Parents/carers may request access to information held about them or their child.
Requests will be dealt with in accordance with applicable data protection requirements.
The company may need to:
· verify the identity of the person making the request;
· consider whether information can lawfully be disclosed;
· redact information relating to other individuals;
· seek advice where necessary.
Staff must not provide records directly unless authorised to do so.

24. Requests involving separated parents
Where parents are separated, Red Robins Nannery will consider parental responsibility and any relevant legal arrangements.
The setting will not automatically withhold information from a parent simply because parents are separated.
However, information may be restricted where there is:
· a relevant court order;
· a legal restriction;
· a safeguarding concern;
· another lawful reason.
The manager should seek advice where circumstances are unclear.

25. Legal requests for information
If Red Robins Nannery receives a request from:
· police;
· social care;
· a court;
· Ofsted;
· a solicitor;
· another statutory body;
staff must refer the request to management or the designated person responsible for data protection.
Staff must not release information without appropriate authorisation.

26. Data breaches
A data breach may include:
· sending information to the wrong person;
· losing confidential paperwork;
· losing a device;
· unauthorised access to records;
· accidental disclosure;
· hacking;
· theft;
· sharing information with the wrong family.
Any suspected breach must be reported to management immediately.
Staff must not attempt to conceal a data breach.
Management will assess the breach and take appropriate action, including considering whether notification to the Information Commissioner's Office (ICO) or affected individuals is required.

27. Lost or stolen devices
If a device containing Red Robins Nannery information is lost or stolen, the staff member must report it immediately.
This includes:
· laptops;
· tablets;
· phones;
· USB devices;
· paper files;
· other storage devices.
Management will assess the potential data-security risk.

28. Retention and disposal
Red Robins Nannery will retain information only for as long as necessary in accordance with applicable legal, regulatory and business requirements.
When information is no longer required, it will be disposed of securely.
Confidential paper records should be securely shredded or disposed of through an appropriate confidential waste service.
Electronic information should be securely deleted where appropriate.

29. Staff confidentiality
Staff must maintain confidentiality during and after their employment.
Leaving Red Robins Nannery does not give a former staff member permission to retain or disclose confidential information about children or families.

30. Visitors and students
Visitors, students and volunteers must follow Red Robins Nannery confidentiality requirements.
They must not:
· photograph children without authorisation;
· access records unnecessarily;
· discuss children outside the setting;
· share information on social media.
Where appropriate, visitors/students will be required to sign confidentiality agreements or declarations.

31. Meetings and conversations
Staff should take care when discussing confidential information.
Sensitive conversations should take place:
· privately;
· away from other parents;
· away from children where appropriate;
· in a professional manner.
Staff should avoid discussing confidential matters in:
· corridors;
· reception areas;
· public spaces;
· staff social areas where unauthorised people may hear.

32. Data protection responsibilities
Red Robins Nannery management is responsible for ensuring appropriate data-protection arrangements are in place.
All staff have a responsibility to protect information.
Staff must:
· follow this policy;
· use information appropriately;
· report concerns;
· protect passwords;
· maintain confidentiality;
· complete required training.

33. Staff training
Staff will receive appropriate guidance/training concerning:
· confidentiality;
· data protection;
· information sharing;
· safeguarding information;
· electronic security;
· handling children's records;
· photographs and videos;
· data breaches.
Additional training will be provided where necessary.

34. Privacy and children's dignity
Red Robins Nannery will respect children's privacy and dignity.
Staff will take particular care when supporting children with:
· toileting;
· personal care;
· changing;
· medical needs;
· emotional distress;
· SEND;
· sensitive family circumstances.
Information concerning personal care or medical needs must not be discussed unnecessarily.

35. Information sharing and safeguarding – key rule for staff
Staff should remember:
Confidentiality is important, but safeguarding comes first.
If you are unsure whether information should be shared:
1. Do not ignore the concern.
2. Speak to the Designated Safeguarding Lead/manager.
3. Explain what information you have.
4. Follow safeguarding and information-sharing procedures.
5. Record the decision where appropriate.
Staff should not delay sharing information where a child is at immediate risk.

36. Monitoring
Management will monitor compliance through:
· record audits;
· staff supervision;
· training;
· review of data breaches;
· checking electronic systems;
· reviewing confidentiality arrangements;
· reviewing safeguarding information-sharing practices.

37. Policy compliance
Failure to follow this policy may result in:
· additional training;
· supervision;
· management action;
· disciplinary action;
· safeguarding action where appropriate;
· regulatory or legal action where required.

38. Policy review
This policy will be reviewed at least annually and sooner if:
· data protection legislation changes;/
· EYFS requirements change;
· safeguarding guidance changes;
· ICO guidance changes;
· a significant data breach occurs;
· inspection identifies an issue;
· Red Robins Nannery's systems or procedures change.

Approval
Approved by: Corinna Evans and Lucinda price____________________________
Position: Owner and Manager______________________________________
Signature: C.Evans and L.Price_____________________________________
Date: 19/08/2026_________________________________________
Next review date: August 2027______________________________
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